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SAA Feature OverviewCisco IOS Service Assurance Agent

SAA is an embedded, synthetic performance-monitoring tool to 
measure service performance from the network perspective.  

Because SAA is embedded in Cisco IOS Software, it is platform-
independent for all Cisco routers and switches running Cisco IOS

Software.
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Traditional Approach Shortcomings

� Organizations traditionally use ICMP servers to monitor the up/down status 
of devices and the RTT times associated with the IMCP request

� This is insufficient because it does not provide per link performance stats 
for such important metrics as availability, latency, jitter, etc.

� It does not tell you where the problem is; it just lets you know that there is a 
problem somewhere within the infrastructure
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The SAA Advantage
� You already own it.  Just turn it on. SAA is resident within IOS.  

� SAA can provide hop-by-hop performance information

� Configurable to run at any given time or continuously over any time interval

� SAA can monitor per-class traffic making it effective for QoS monitoring

� SAA can be activated when a pre-set threshold is crossed
� For example, if RTT threshold is crossed, then SAA starts collecting per hop 

statistics to see where delay is occurring
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SAA Feature Overview
� The SAA functionality is included in all Cisco IOS feature sets for 

releases 12.0 and 12.1, for 2500 model routers and bigger, starting 
with Release 12.0(5)T or later. The functionality is also supported in 
newer Route Processor components of the Catalyst switches. 

� The Service Assurance Agent (SAA) is an both an enhancement to 
and a new name for the Response Time Reporter (RTR) feature that
was introduced in Cisco IOS release 11.2. 

� The feature allows you to monitor network performance by 
measuring key Service Level Agreement (SLA) metrics such as 
response time, network resources, availability, jitter, connect time, 
packet loss and application performance. 

� With Cisco IOS release 12.0(5)T, the SAA provides new capabilities 
that enable you to: 
� Monitor the Domain Name Server, DHCP Server, and DLSw peer stack 

and tunnel performance. Thresholds can be used to trigger additional 
collection of time delay statistics. 

� Monitor network one-way delay variance (jitter) and packet loss. 
� Monitor web server response time. 
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SAA Benefits
� SAA extends IP support & enhances the management and 

measurement of enterprise and service provider networks. 

� With the increasing importance of mission-critical applications and 
networks that link global enterprises, customers are demanding 
SLAs that guarantee minimum acceptable levels of service. 

� The SAA provides a reliable mechanism to accurately monitor and 
measure the key metrics in SLAs. 

� SAA allows you to measure and monitor the following: 
� SLA metrics such as round-trip response time and availability. 
� Voice-over-IP (VoIP) metrics such as jitter, packet loss, and availability 

of synthetic VoIP traffic. 
� Web metrics and applications. 
� Quality of Service (QoS) and accuracy metrics such as IP packet 

precedence levels. Monitor web server response time. 
� Additionally, SAA feature allows you to define the following operations: 

DHCP, DLSw, DNS, HTTP and Jitter
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SAA Supported MIBs & RFCs

� MIBsMIBsMIBsMIBs –––– The SAA supports the Cisco Round Trip Time 
Monitor (RTTMON) MIB and the following MIB 
enhancements: 
� Addition of rttMonHTTPStatsTable, rttMonJitterStatsTable, 

rttMonLatestHTTPOperTable, and rttMonLatestJitterOperTable
� Extensions of rttMonEchoAdminTable and rttMonAppl

� For descriptions of supported MIBs and how to use 
MIBs, see Cisco's MIB web site on CCO at 
http://www.cisco.com/public/sw-
center/netmgmt/cmtk/mibs.shtml. 

� RFCsRFCsRFCsRFCs
� • No RFCs are supported by this feature. 
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Is SAA a Fit for your Organization?

� SAA is a fit for your environment if you:
� Have a Cisco Environment

� Are not getting the detailed hop-by-hop performance metrics you 
desire

� Are looking for a detailed yet cost effective solution to monitor your 
environment

� Are looking to monitor key performance indicators for IP Telephony –
latency, jitter

� Have a desire to monitor the performance of you MPLS based network
� Want to monitor whether your QoS settings are working as desired

� Want to monitor your carrier “quality”

� Are experiencing circuit related problems
� Are being pressured to provide network based SLA’s to the 

organization
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SAA Measurement Table

WAN SLA monitoringCircuit availability, round-trip delay, frame delivery ratioFrame Relay

Data link switching (DLSw) peer 
tunnel performance monitoring

Peer tunnel performanceDLSw+

TroubleshootingRound-trip delay, jitter and packet loss for the full pathICMP Path Jitter

TroubleshootingRound-trip delay for the full pathICMP Path Echo

Troubleshooting and availability 
measurement

Round-trip delayICMP Echo

Website performance monitoringRound-trip time to get a web pageHTTP

Website performance monitoringRound-trip time to transfer a fileFTP

Website performance monitoring, 
troubleshooting

Round-trip time to get an IP addressDHCP

Website performance monitoring, 
troubleshooting

DNS lookup timeDNS

Website performance monitoringConnection timeTCP Connect

Most common operations for 
networks that carry UDP traffic, 
such as voice

Round-trip delay, one-way delay, jitter, packet lossUDP Jitter

Accurate measurement of 
response time of UDP traffic

Round-trip delayUDP Echo

Key ApplicationsMeasurement CapabilityOperation
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Common SLAs

� SLAs vary, but typically include the following provisions:
� Availability: Availability: Availability: Availability: the percentage of time the service is available; for 

example, 98% availability
� Predictability: Predictability: Predictability: Predictability: network delay, jitter, and packet loss for the 

specific class of services; for example, average 100 ms round-
trip delay between branches, with less than 3 percent packet 
loss for data VPN services.

� Reparation: Reparation: Reparation: Reparation: mean time to repair. 
� Service: Service: Service: Service: customer service hour and process, for example, 

response to network problems within 2 hours.
� Credit: Credit: Credit: Credit: reimbursement schedule for violating the guaranteed 

service level, for example, 15 percent credit toward the next 
month’s service fee.
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Perf Mgmt and SLAs
� A successful SLA offering requires network performance monitoring 

for the following activities:
� Capacity Planning:  Capacity Planning:  Capacity Planning:  Capacity Planning:  In order to guarantee a certain service level, it is 

extremely important to assess the capacity of the network, the traffic 
mix, and the traffic pattern. Only by monitoring the network over time 
can one provide the optimal service level guarantees.

� Service Validation:  Service Validation:  Service Validation:  Service Validation:  Any guarantee requires validation. A network 
provider has to continuously monitor the service level to make real-time 
adjustments and to plan for future services. Also, customers can
ensure that their expectations are met by reviewing the measurements. 
Offering real-time measurement to customers is also a valuable 
marketing tool for promoting service step-ups.

� RealRealRealReal----time Troubleshooting:  time Troubleshooting:  time Troubleshooting:  time Troubleshooting:  Just as the traffic in the network is 
dynamic and changes constantly, so does the service level of the
traffic.  Real-time monitoring ensures that the network provider 
identifies and resolves any problem in a timely manner.  Real-time 
monitoring also gives the users more confidence in their expectations.
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